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Business Continuity SCOM 

We congratulate Charles Wallen on his new role as global head of business continuity for 
American Express.  

In October Roger Lang assumed the role of acting managing executive for business continuity.  
Marty Plevel from KPMG and Randy Till from MasterCard continue as co-chairs.  Warren 
Axelrod, Executive Advisor to FSTC, is to support our initiatives, including related activities 
such as software assurance. We hope that the closer connection between Security and Business 
Continuity will begin to drive the idea of convergence of these two disciplines, along with 
Operations and Risk Management – a theme of our Resiliency work.

Please feel free to reach out to Roger with any suggestions you may have for the business 
continuity standing committee.

CERT Resiliency Maturity Model Project

On October 28th, the first project workshop was held in Pittsburgh for our Resilient Enterprise: 
Benchmarking for Maturity Project in collaboration with Carnegie Mellon’s CERT Program. The 
vision for this project, led by Rich Caralli, David White,  Lisa Young and other CMU CERT 
expert staff members,  is to build upon the widely accepted CMMI and SCAMPI standards for 
software development and project audit methodologies developed at CMU,  and apply these well 
tested principles to manage resiliency This new approach to managing resiliency will enable 
organizations assess and optimize their operations, and reduce costs, while agreeing across the 
industry on how best to meet regulatory requirements, including – and actually looking beyond - 
 the FFIEC Handbooks. 
 
Project members have prioritized selected resiliency management competency areas where they 
will begin to apply the methodology in bi-monthly meetings and periodic face-to-face 
workshops.  In addition to achieving internal business goals and meeting regulatory 
requirements, our project members are exchanging information on practices and learning where 
their program stands relative to peer organizations in the areas of business continuity, security 
and IT operations management. 
 
Please contact Roger Lang if you are interested in joining this exciting new project
 
October Monthly BCSCOM Meeting

In October we hosted Rich Caralli, Manager of the Software Resiliency Group at Carnegie 
Mellon.  Rich gave a presentation on managing external dependencies, including methods to 
better understand exposures to outsourced applications and services.  David White then 

presented an overview of the presentation he delivered on October 22nd at the SIFMA 
business continuity conference. 

ANSI held a Plenary Session in Washington DC on October 2nd which included discussions 



by many of the key players involved with determining the accreditation, certification and 
standards specifics that will be necessary for the implementation of the Title IX program. For 
Registration and information see:   HYPERLINK "http://www.ansi.org/meetings_events/
events/hssp08.aspx?menuid=8" http://www.ansi.org/meetings_events/events/hssp08.aspx?
menuid=8  .

Bank Technology Operations Standing Committee (BTOSCOM)
On Thursday Oct 16 from 3-4pm Eastern, we discussed the following topics:

1.      Supply Chain risk –the risk of getting counterfeit or corrupted hardware. This is an 
area of increasing concern and likely to see regulation. We will discuss the threat and 
possible mitigating strategies

2.      Electronic Signatures and Lending Documents – a review of on-going work in this 
area of potential interest to our members

3.      Discussion of a new potential Internet (IETF) focus on the use of Internet (application) 
protocols to better manage energy through communications between energy consuming 
and producing devices, and other related activities such as the Zigbee Alliance

4.      Role of FSTC and FSTC members in standards processes; e.g. ANSI/ISO, W3C, 
IETF

On November 20 we will review on-going work in the area of eSign and Lending documents, 
as well as talk about our new Standards coordination initiative. The meeting will be held at 
3pm, call in number is 512 225 3050, 803903#

Payments Standing Committee

The payments SCOM held its regular monthly meetings on September 25th.

September’s SCOM meeting featured a discussion on current ISO activities. Michael Versace 
went over his presentation. New technical committee proposal focused on fraud 
countermeasures and controls.

There was also a review of proposed SIF’s (specific interest forums) designed to match up 
discussion topics and opportunities with the right group of interested participants. Jim Pitts 
gave a presentation on the proposed SIF’s along with a view to the purpose and value of the 
programs.

October’s SCom meeting featured a presentation series entitled "Catching up on the Mobile 
Payments Buzz!"

‘OTA and Secure Element Related Standards’ was presented by Siva Narendra PHD and CEO 
of Tyfone

‘GreenPaymentsTM’



Leveraging Two-Way Mobile Interactions to Speed Receivables, Enhance Customer 
Experience and Increase Revenue was presented by Reetika Grewal, director of product 
marketing at Clairmail

The next monthly SCom meeting will be held on November 20th  (due to the Thanksgiving 

holiday we are moving the SCom meeting to the 3rd Thursday of the month in stead of the 
fourth Thursday)at 2pm ET at 512-225-3050 with a participant code of 272373.

Mobile Technology Project Ð September
The mobile project’s steering committee (made up of  leaders from TCH, The Federal 
Reserve, PaymentsNation, the Financial Services Round Table (BITS), NACHA, the 
American Bankers Association, SWIFT, DigitalThinking, and the FSTC met to review 
progress on the project on September 18th, hosted by Janey Place, CEO of DigitalThinking 
and project strategist for phase one.  

Work groups focused on applications, handsets, networks and architecture have completed 
phase one activities and discontinued weekly production meetings until the anticipated 
phase 2 launch first of November. The Security Work Group has continued weekly 
meetings in an effort to complete the initial draft of their general principles of mobile 
payments security document. 

A webonex interactive web site is has been set up and is being used as the project 
coordination focal point (project members only). The site is developing into a robust 
depository of information on mobile payments and the industry evolving around the 
growing mobile channel.  

The project currently has 70+ individuals on its roster representing over 30 organizations.

A press release went out in late September detailing the completion of the project’s first 
phase along with expectations associated with subsequent phases.  Multiple news articles 
have been published throughout the industry offering industry support to the FSTC Mobile 
Project and its members. 

An M1 project status document with the purpose of providing a concise summary of 
progress to date as well as a view to deliverables and goals on subsequent project phases 
should be available by the end of October to organizations participating on the project.  The 
document is being compiled from output generated from the four work groups making up 
the project team during the first project phase activities.
A power point featuring summary information on each work group’s accomplishments and 
activities during the course of the first project phase along with supplemental information 
on the state of industry is also being developed. This document will primarily be used 
internally on the project to keep individuals and teams updated on the progress being 
enjoyed on the project as well as a summary training tool for new participants. This 
document is available on the project web site only (due to it’s size).



Discussions have been initiated with multiple card, wireless and other organizations relative 
to these organizations becoming advisory members of the project’s steering committee. The 
expectation is to utilize these members to gain insights into the full spectrum of financial 
and wireless capabilities and alternatives associated with mobile payments. The results of 
these discussions is expected to be a much more robust steering organization facilitating 
valuable cross industry collaboration.
M2 (the second project phase) plans to delve deeper into security aspects associated  with 
mobile payments and also to better define the infrastructure needed to support the complex 
flows associated with the dynamics of diverse technology applications, security, and 
transaction types. 

  Mobile Technology Project Ð October
A live project meeting was conducted October 1&2 in Baltimore MD to review M1 results and 
accomplishments as well as plans for organizing and launching the M2 project phase. The 
meeting had just under thirty attendees including guests 
Project presentations were given by Steve Mott (BetterBuyDesign) and Dan Schutzer to TCH 
and GSMNA organizations.    
The FSTC Mobile Project work groups recessed during the month of October to allow a short 
break for participants and also to allow for organization of M1 data and M2 planning.

FSTC is still accepting team members into the project as we prepare to move into the next 
phase (M2) . Production meetings will begin the first week of November.  Please contact  
HYPERLINK "mailto:jim.pitts@fstc.org" jim.pitts@fstc.org for information. 
JPMChase, and American Express were added to the ranks as our latest participants.  

Fraud Collaboration Project Phase II

The current project roster includes 42 individuals from 18 organizations
Project production meetings occurred weekly through out the month of September. 
The team participated in a demonstration of an online collaboration tool designed for law 
enforcement agencies. The demo was conducted by Letix, a non profit organization dedicated to 
support of law enforcement organizations.      
The group updated and reformatted a solution provider survey developed in Phase I of the 
project and distributed the survey to approximately 100 vendors. The purpose of the survey is 
to allow FSTC to index current fraud prevention technologies utilizing the FSTC Payment 
Fraud Taxonomy. This will allow financial institutions to locate technology for specific fraud 
attacks by referencing the taxonomy, saving significant resources on research efforts. 
One new activity being considered is the distribution of a condensed version of the taxonomy 
survey to financial institutions to determine appropriate taxonomy prioritization relative to threat 
level and/or need for additional technology.  
The team is currently focused on restructure of the taxonomy elements as well as adopting a 
process to generate multi level details which was developed by Frank Jaffe and 
PaymentsNation Check Fraud SIG.
The project anticipates reaching out to additional industry organizations to assist in promoting 
use of the taxonomy model to develop a common vernacular to fight payments fraud as well as 



building out the details that will make up the mature taxonomy model and glossary. 
Jim Pitts completed presentations sharing progress on the project at the BAI Combating Fraud 
Conference and also to an Orbograph user conference during the month of October.
Additional participation recruitment is ongoing. Contact Jim Pitts at  HYPERLINK 
"mailto:jim.pitts@fstc.org" jim.pitts@fstc.org or 214-7297287 for more information. 

RFID 

RFID Ð IT Data Center project 

 Deliverables are currently in draft form and are being reviewed by the project participants.  The 
team is discussing the documents with one key item currently in lively discussion (numbering 
scheme).  This issue should get resolved over the next week.  Once this issue is resolved a 
meeting between the project participants and other FSTC banks and the vendors will be 
scheduled to share the concept with all vendor/suppliers to share the desire of the banks to have 
the suppliers to pre-tag the devices prior to delivery to the banks.  The project will complete 
prior to year end.

RFID Special Interest Group (SIG)  

Meetings are held monthly on the 3rd Wednesday of the month at 4:00 PM ET.  The call in 
number is 512-225-3050 pc 71782.  A guest speaker regarding Bag Tracking will be the 

featured guest at the November 19th meeting.  Please join us for this discussion.

Security and Infrastructure Standing Committee

If you are interested in any of the following projects and initiatives, please contact Roger Lang:   
HYPERLINK "mailto:roger.lang@fstc.org" roger.lang@fstc.org or call 201-389-3571.

Records Management Compliance-Centric Architecture (CCA-RM) for unstructured data 
ÐProject Definition Phase has been launched

The FSTC Security and Infrastructure Committee completed the definition phase and is 
currently conducting a round of discussions with our members on how best to move forward 
with more of a focus on regulatory requirements.  In addition, we will work together to 
establish standards on issues such as retention that we can proactively present to regulators and 
other stakeholders.  The vision is to enable compliance and management of unstructured 
electronic content with compliance-centric technology architecture.  

Those interested in participating in the records management initiative should contact Roger 
Lang. 



Identity Assurance 

FSTC has agreed to drive a technology focused project for the implementation of federated 
identity assurance and has teamed with Liberty Alliance and several major banks for this 
initiative.  The project is expect to launch in Q1 2009.  

In addition, we are extending the identity assurance program to include an interest group 
focused on user-centric identity assurance, including cards, biometrics and other emerging 
solutions. 

Please contact Roger Lang if you are interested in either approach.

Secure Software Development Metrics and Testing

An interest group meeting has been announced for November 5th in NYC for this new 
initiative aimed at continuously strengthening the security of financial enterprise solutions.   We 
envision industry-wide approaches and metrics for software assurance and the opportunity to 
provide security rating initiatives or services.
 
Please contact Roger Lang if you would like to join this interest group.

Top Level Domain (TLD_

ICANN has announced they will offer new TLD’s within Q2-Q3 2009 (such as .bank).  FSTC 
is leading an interest group that will explore the implications and potential opportunities for 
financial services institutions.  We feel it is important to collaborate across the industry and we 
are thankful to SIFMA, BITS, and FSISAC for co-hosting the first discussion in March.  
Other industry groups including ABA are invited to join.  

We are now setting up a project portal and plan to hold standing meetings to explore this topic 
in depth.  

Please contact Roger Lang if you would like to join this interest group.

Security and Infrastructure Standing Committee Monthly Meetings

In September our monthly meeting speakers included Brenda Sorenson and Larry Aubol from 
Tascit on the topic of Biometrics with a focus on real-time retail identification and how this may 
benefit financial institutions.  You may contact  HYPERLINK "mailto:bsorenson@tascet.com" 
bsorenson@tascet.com, or  HYPERLINK "mailto:laubol@tascet.com" laubol@tascet.com  
608.442.8888 for more information.



Please contact Dan Schutzer if you are interested in the new FSTC biometrics initiative. This 
initiative will look at the role of biometrics in customer identification and authentication and in 
the prevention of fraud and Identity Theft. We will review the various forms of authentication 
and identification and discuss where the use of biometrics fits in – how we can improve 
accuracy, help mitigate fraud through the appropriate integration of biometrics with the other 
authentication technologies. We will also review and study the various issues, such as privacy, 
spoofing and accuracy, and approaches for resolving them..

2009 BITS & FSTC Summit: Solutions Through Collaboration

FSTC and BITS invite you to a Summit to be held March 3-5, 2009, at the Hyatt Regency 
Sarasota, Florida. The demands for enhanced operational efficiency, higher security and 
increased customer service require that new technology is driven by extraordinary and visionary 
R&D. Innovation and collaboration will be at the forefront of the discussion to ensure your 
institution will continue to be competitive both locally and globally.

The program will provide senior financial services business and technology executives with 
information in a highly interactive format. We will engage industry experts in dialogue on such 
topics as:
Wringing the cost out of operations through creative, innovative methods

Reducing operational risks; such as managing solution providers and reducing fraud, without 
increasing cost

Finding greater efficiencies in compliance

Enhancing the feasibility of new customer services through collaborative and interoperable 
methods

Making the most of emerging delivery channels (mobile) and computing paradigms (cloud)

Getting ahead of the curve on rapidly evolving security, resiliency, and business continuity issues

For more information and to register contact  HYPERLINK "mailto:betsyl@truenorthintl.com" \o 
"blocked::mailto:betsyl@truenorthintl.com" Betsy Love,  HYPERLINK 
"mailto:betsyl@truenorthintl.com" \o "blocked::mailto:betsyl@truenorthintl.com" 
betsyl@truenorthintl.com.

Click HYPERLINK "http://www.fstc.org/unsub.php"here to OPT OUT of future FSTC 
emails regarding discounts and other promotions from our partners.
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