Financial Services Technology Consortium

Monthly Highlights — August 2008

Bank Technology Operations

CAC Package Tracking — Several members have approached FSTC to generate a project
prospectus for managing a project that would focus on creating standards around the concept
of tracking packages that are shipped between financial organizations and customers. It also
involves establishing information exchange regarding data about the package and contents
that were shipped between financial organization and customers. This project is currently in
the proposal stage and we will be seeking participation during September.

Projects

RFID — IT Asset Tracking project — FSTC announced the launch of a project that will
identify and document standards that will enable the use of RFID in asset tracking processes,
to improve timeliness and quality, while reducing expenses. FSTC will sponsor a benchmark
that will define scientific parameters for asset tracking performance and create a
specification of minimum acceptable performance for RFID tag vendors who wish to supply
the needs to FSTC members. The goal of the project is to create an incentive for hardware
vendors to pre-tag and pre-number assets prior to shipping. The project will define a science-
based solution which any tag vendor can test to performance certification. The project will
also establish a leadership position in catalyzing hardware vendors to action in support of the
FSTC members and to create an impetus for standardized RFID tagging for the industry.

Bank Technology Operations Standing Committee (BSCOM)

On Monday August 21 at the BSCOM meeting, David Vallante of Wikibon discussed energy
rebates and other data center power efficiency ideas. We also discussed business process re-
engineering opportunities for going paperless. Interest was expressed from a risk standpoint
as well as process improvement.

The next meeting will be Sept 18 at 3pm Eastern, call in number is 512 225 3050, 803903#
(please note this is a change in call-in number access code from previous calls). At this call we
will have a presentation on Greening of I'T by Computer Associates and a discussion of some
opportunities for going paperless in loan processing and in health care payments and
processing.

Business Continuity

Projects

Resilient Enterprise: Benchmarking for Maturity Project .

The resiliency management approach and its supporting Framework embody proven
techniques and methodologies developed over the last 20+ years by industry and
government in collaboration with Carnegie Mellon. Organizations can use the resiliency
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management techniques developed over the last four years to manage operational risk,
security, business continuity and compliance.

The Project, which is starting up, will allow participant organizations to collaborate with
their peers and resiliency experts to benchmark and improve their resiliency activities
guided by the framework. The prospectus is available at www.FSTC.org.

Contact Charles Wallen to join the project or to get more details —

Charles. Wallen@fstc.org.

WE CONTINUE TO DEVELOP AND SHARE IDEAS ON:

Resiliency Management (see project description above), Recently the Resiliency
Engineering Framework Code of Practice was released. Eleven common
standards/practices were mapped to the Framework (e.g. COBIT, NFPA 1600, FFIEC
BCP Examiners Handbook, IS0 20000, BS 25999 etc.). The link below provides access to

that latest information release along with much of the earlier work on resiliency.
www.cert.org/resiliency_engineering

Voluntary Preparedness Certification, Title IX component of H.R. 1 (Public Law 110-53)
“Implementing 9/11 Commission Recommendations Act of 2007- DHS/FEMA recently
announced that the ANSI ASQ National Accreditation Board will oversee the
accreditation and certification requirements of the Voluntary Preparedness Certification
program. R. David Paulison was named as the FEMA lead officer who will oversee the
program and the Private Sector Preparedness Council.

ANSI will be holding a Plenary Session in Washington DC on October 2nd which will
include discussions by many of the key players involved with determining the
accreditation, certification and standards specifics that will be necessary for the
implementation of the Title IX program. For Registration and information see:
http://www.ansi.org/meetings events/events/hssp08.aspx?menuid=8 .

Business Continuity Standing Committee (BCSCOM)

A regular BCSCOM meeting was held on August 21* via conference call. The meeting
was one of the four “Information Sharing” sessions held by the Committee over the year.
The primary topic of discussion at the meeting was related to the Voluntary
Preparedness/Title IX legislation and the establishment of the standards which will be
used in that program. Additionally, there was a brief discussion on current pandemic
planning activities and the FBIIC/FSSCC Cyber exercise planned for late September.

The next BSCOM Meeting will be held on Sept 8th at 1 ET on bridge line 512-225-3050,
ID 42623. The special topic of the meeting will be “Overview of Changes to the FFIEC
BCP IT Examination Handbook”. The discussion will be led by Hannegret Riewe, who
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is a Supervising Examiner at the NY Federal Reserve Bank. “Gret” will provide a valuable
perspective on the BCP Handbook changes based on her participation in the development
of this critical BCP regulatory guidance for the financial sector.

Payments

Mobile Technology Project — July

The project goal is to work collaboratively with financial institutions and wireless carriers
along with technology and service providers to identify desired mobile infrastructure
services and develop standards that will aid the growth and success of U.S. mobile
payments. Also to define a process that allows customers of one financial institution to
pay customers of another institution using the mobile phone and carrier of their choice
and have that transaction be equally or more private, and as secure as an ACH or check
transaction is today.

The project currently has 70+ individuals on its roster representing over 30 organizations.
The Teams are focusing on organizing M1 (first project phase) efforts into organized data
to meet project deliverable targets.

A face to face meeting is planned in early October to finalize the M1 exercise as well as
launch M2 which is anticipated to go into production around November 1st. FSTC is still
accepting team members into the project as we complete the first phase (M1) and prepare
to move into the next phase (M2). Please contact jim.pitts@fstc.org for information

Fraud Collaboration Project Phase II

With the completion of phase 1 of the study, the FSTC membership intends to
commission a follow on study to continue the development of the taxonomy.

With the taxonomy in place, it is now possible to build out the fraud patterns associated
with each fraud scheme, product and channel. Although a significant undertaking to do so,
the value in having a consistent, comprehensive and industry adopted fraud taxonomy,
that provides data down to the individual fraud pattern level, is extremely high.
Developing each thread of the model down to its corresponding fraud signatures, will
enable a number of important opportunities; from developing the technical standards for
detection monitoring and the sharing of this data to analytical techniques for
characterizing and reporting on fraud.

The current project roster includes 42 individuals from 18 organizations

Project production meetings began August 21%

Additional participation recruitment is ongoing. Contact Jim Pitts at jim.pitts@fstc.org or
214-7297287 for more information.

Payment Standing Committee (PSCOM)
The payments SCOM held its regular monthly meeting on August 28th.
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This month’s SCOM meeting featured a Panel Discussion: Image Interoperability Work
Group Update

A small group of bankers recently started a collaborative initiative focused on addressing
and resolving some operational barriers to 100%, industry wide image exchange. The
panelists will outline the scope and objective of the initiative: including specific focus on
TIFF tags, BOFD endorsements, incomplete MICR and duplicate presentments.

Marie LaQuerre, SVP, Bank of America

David Rathke, SVP, Frost Bank

Bill Brennan, Director of Site Operations, Southwest Corporate FCU
Larry Taft, 1stVP, Midwest Independent Bank

The next monthly SCOM meeting will be held on September 25th at 2pm ET at 512-225-
3050 with a participant code of 272373.

Security and Infrastructure

Projects

Records Management Compliance-Centric Architecture (CCA-RM) for unstructured data

The FSTC Security and Infrastructure Committee completed the definition phase is
moving forward in phases to establish common criteria, describe business drivers, share
use cases, describe best practices, develop and define leading edge architectural concepts
for a compliance-centric enterprise-wide architecture, primarily focused on unstructured
electronic content. As an industry group we also plan to define the economic cost and
benefits of optimized management of unstructured content, particularly regarding the
issues of over retention and duplication.

Secure Software Development Metrics and Testing

The goal of this initiative is to continuously strengthen the security of financial enterprise
software solutions and we envision important cost savings potential from centralized
testing of software. We have joined forces with BITS and will announce a joint meeting
with a call to action on this initiative in the fall.

Federated Identity Assurance, “New ID”
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In cooperation with The Clearing House, Citigroup, Wells Fargo, and a number of other
members and associate members, FSTC is planning to support the design of a new
federated platform for identity assurance. The services offered by this platform will
enable consumers, businesses, and public agencies to manage identity-based transactions
and events by leveraging the Liberty Alliance Framework and assurance levels established
by accredited agencies and other standards bodies. The services will be built on market
leading technology, open standards, and a resilient infrastructure, designed to support the
required business models, and owned and regulated by the financial industry. A project
formation meeting will be announced in the fall.

Other Interest Groups in Formation

We are exploring interest in a range of topics including biometrics, secure web browsing,
data classification challenges, and Top Level Domains (.Bank). If you are interested in
any of these topics or if you have any suggestions for topics we should explore, please
contact Roger Lang: roger.lang@fstc.org or call 201-389-3571.

Security and Infrastructure Standing Committee Monthly Meetings

In August our guest speaker was Laura Mather, the Managing Director of Operational Policy
for the APWG and CEO of Silver Tail Systems. Laura’s background includes years of fighting
phishing and fraud for eBay and PayPal, and her topic was the new APWG program to alert
consumers about Phishing by adding educational content to current ISP “landing sites”. Slides
are available on request, and you may contact Laura directly at
laura.mather@antiphishing.org .

2009 BITS & FSTC Summit: Solutions Through Collaboration

FSTC and BITS invite you to a Summit to be held March 3-5, 2009, at the Hyatt Regency
Sarasota, Florida. The demands for enhanced operational efficiency, higher security and
increased customer service require that new technology is driven by extraordinary and
visionary R&D. Innovation and collaboration will be at the forefront of the discussion to
ensure your institution will continue to be competitive both locally and globally.

The program will provide senior financial services business and technology executives with
information in a highly interactive format. We will engage industry experts in dialogue on
such topics as:

*  Wringing the cost out of operations through creative, innovative methods

* Reducing operational risks; such as managing solution providers and reducing fraud,
without increasing cost

* Finding greater efficiencies in compliance

* Enhancing the feasibility of new customer services through collaborative and
interoperable methods

e Making the most of emerging delivery channels (mobile) and computing paradigms
(cloud)
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* Getting ahead of the curve on rapidly evolving security, resiliency, and business
continuity issues

For more information and to register contact Betsy Love, betsyl@truenorthintl.com.

Click here to OPT OUT of future FSTC emails regarding discounts and other promotions
from our partners.
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